US 20170161724A1

a2y Patent Application Publication (o) Pub. No.: US 2017/0161724 Al

a9y United States

Lau 43) Pub. Date: Jun. 8, 2017
(54) RADIO FREQUENCY IDENTIFICATION (52) US. CL
CARD AND MOBILE PHONE CPC ... G06Q 20/353 (2013.01); GO6Q 20/3829
INTERLINKING EMBEDDED ELECTRONIC (2013.01); GO6Q 20/405 (2013.01); GOSB
PAYMENT APPARATUS AND METHODS 21/182 (2013.01); HO4W 4/008 (2013.01)
71) Applicant: Uni Technology Limited, Kowl
(71) Applicant: Uniway Technology Limite owloon 57) ABSTRACT
(HK)
(72) Inventor: Vincent Hon Kwong Lau, Kowloon An apparatus and methods for renewing payment based on
(HK) interlinking of radio frequency identification cards, mobile
phones with electronic payment apparatuses implemented as
(21) Appl. No.: 15/369,721 embedded devices. The application supports service fee
) payment and remote renewal payments, as well as real-time
(22) Filed: Dec. 5, 2016 collection of the security and environmental information
. L L. relating to the electronic payment apparatus. A network of
(30) Foreign Application Priority Data the electronic payment apparatuses can be used to imple-
ment Internet of Things and to form part of the information
Dec. 5,2015  (CN) cocevvcenvevcccennee 201510894642.5 and communication technology infrastructure of a smart
A . . city. The collection of the foregoing security and environ-
Publication Classification mental information would facilitate the implementation of a
(51) Int. CL smart city that uses innovative solutions to address issues in
G06Q 20/34 (2006.01) one or more aspects of the city including governance,
G06Q 20/40 (2006.01) economy, mobility, environment, living and people, thereby
GO8B 21/18 (2006.01) improving the quality of life of the citizens and enhancing
G06Q 20/38 (2006.01) the sustainable growth and competitiveness of the city.
Clearance
institute (15)
X
Hardware security encryption
and decryption unit {18} h 4
¢ Clearance unit
| Key management unit {17) (14)
I A
Central payment )
R N operation confrol Electronic payment
emote audit unit latform card driven
{16) W - p - ————— —»! payment platform
(13) 2
P VRPN . d
A
i * Ontine
i Offline independent ' operation

i operation mode

+ mode

Radio frequency
identification card and
smart phone interlinking
embedded payment
apparatus (11)

hand-held daia
collection means
(18)

Electronic
payment card
(122)

Smart phone of
the registered
user (123)

Registered
user (121}




Patent Application Publication Jun. 8,2017 Sheet 1 of 11 US 2017/0161724 A1

Clearance

institute (15)

A

Hardware security encryption

and decryption unit (18) h 4

¢ Clearance unit

Key management unit {17} {14)

A

Central payment Electronic payment
o operation control pay
Remote audit unit fatiorm card driven
(16) P »i p - — — — — — —» payment platform
{13) (12)

A

: + Online
! Offline independent | operation
operation mode + mode

Radio frequency
identification card and
smart phone intertinking
embedded payment
apparatus (11}

v

4 N g
> 55

hand-held data
coliection means
(19)

Electronic . o
payment card Registered Smart phone of
(122} user (121) the registered

user {123)

Fig. 1



Patent Application Publication Jun. 8,2017 Sheet 2 of 11 US 2017/0161724 A1

Encryption key Embedded L
: ght
Gredit card REID Storage means storage module security access sensor 261
- 28 29 storage module
reader/ writer 242 210
\ RS 232 UART
Debit card/prepaid TWI .
card Filt;-')IDp serial port SPl ADC Tilt zsggsor
reader/writer 241 \ /
- RS 232 TWI
Near field serial port
communication | _ /
module 211 Biuetooth
™ RS232 | module 274
mbeaae """ serial port

central
TWI  _~1  processor 212

Hybrid power \ RS 232
supply means 21 | -~ serial port Zigbee module
l ~ 272
] RS 232
TWI serial port serial port

t Digital output

Temperature 6800 moto s RS 232 ™~

and humidity Digital input serial port WiFi module 273

parailel port
sensor 263 \
Display means Input means 23 Notification and 3G module
29 voice controf 271
operation means 25

Fig. 2



Patent Application Publication Jun. 8,2017 Sheet 3 of 11 US 2017/0161724 A1

Embedded security access
orage module (210)

nicryption key storage
module (29

Encryption

Decryption key
B key C

apparatus
number

Decryption
key A

y

Encryption l Decryption key A+B
key C ¢
AES encryption Key lgeper:ation Information setfings
algorithm algorithm sstandard charging rate
sprogressive charge rate
y .1 +day-to-day operational information:
Transaction data \ 4 AE;;E;{%S}'OH «timetable of a plurality of
*according to time sequence Decryption » operations )
*encrypt AES-128 information key D ‘charge rates for'dlﬁe_rent
terminals, operation time, an

*SHA-1 Hash message authentication
code result

Transaction data information

ecard number

scard expiration date

stransaction date

stransaction time

*transaction volume

*purchased service period

*service charge rate rule

*payment apparatus number
sservice terminal apparatus number

*remaining card value

Fig. 3

operation selection mode
srestricted service mode

«free service mode

*grace period for remaining time
snon-cumulative time

+on/off encryption technology
suser operation steps

time setting for updating
synchronization for said system
«upload and download time
setting of the radio frequency
identification reader and writer
files

sradio frequency identification
reader temporary blacklist
download time setting

sradio freguency identification
reader data integration time
setling

transaction data uploading time
interval setting

+time setting for monitoring
connection status of apparatus
+uploading apparatus status




Patent Application Publication

Registration management unit (41)

Jun. 8, 2017

Key input unit (42}

l Operation subunit ‘

I Mode key subunit ‘

Charging management unit (43)

Service charging rule

First payment charging
subunit

rule subunit

Information management unit (44)

Mobile phone communication setup interlinking subunit

Apparatus display subunit

Biacklist management unit Transactioq‘r’?anagement
(45) unit '\46)

Security management unif (47}

| SAM decryption key storage subunit I

Embedded encryption and decryption key storage
subunit

| AES decryption algorithm subunit I

AES encryption algorithm subunit

Security and environmental management unit (48)

Light sensor subunit

Tilt sensor subunit

Vibration sensor subunit

Temperature and humidity sensors subunit

| Otner peripheral detection sensor subunits I

Radio freguency identification reading and writing unit (49

| Debit card server payment application subunit

)
| Credit card server payment application subunit l

| Prepaid card server payment application subunit

Sheet 4 of 11

Main record unit (410}

Transaction record
stbunit

Operation record
subunit

Mairtenance record subunit

o management unit (411)

Real time Whole set upload
comprehensive backup record backup subunit
subunit

US 2017/0161724 Al

Communication management unit (412)

3G/4G operation support subunit

Zigbes short-range wireless network suppert subunit

WiFi operation support subunit

Bluetooth operation support subunit

I Electronic receipt generating subunit '

overtime penalty ticket generating subunit '

I Service information reading subunit ]

diat-up operation subunit

Monitoring engine unit (413}

module operation state reporting subunit

Automatic repairing subuni

Management service unit (414)

Upgrading subunit Reporting subunit

exiract download data
subunit

parameter setting
subunit

Cperation notification unit (415)
Eound notification

: " Display conlrol subunit |
subunit

I Flashing aotification subunit |

Hybrid power system management unit (416)

l Battery pack state of charge subunit I

Battery operation subunit I

Back-up rechargeabte battery power
supply subunit

ig.4




US 2017/0161724 Al

Jun. 8,2017 Sheet 5 of 11

Patent Application Publication

G Big
(800) woge|d |
jonuos uogetedo
wawhed jeyusd
SIS sit 7y Ly aun
pue swi uonessdo Aeidsig abeiois Aoy 6oy wewaheurws abRINIG
uogdAiouz- uonoesuBL
BJEP UOITBINGHRUOD-
Gl uun 4
HONBILAOU viy 0Ly Hun
uoyBIado HUN BOAISS > piooai .c_ms_
o uswebeueyy
. ungns uogesyou  §
Buyse); Aunans N
bLy Bun n %ﬂ%m%e Lo uon . wep UOREdHOU PUNOG E%_M
uswoebeusw ofeiolg [ ! d uoneIado
K 1S Boy - wswafeuepy nun subus uomeinbyuoy
uogoesuel] Aunoag Buponuop
ﬂ 6o i NOYJIT un juswebeusw
- 'y [RIUBILIOIAUD
uolioesuel ]
i “_WM_WMMM\_MMM%E o &b 1un BuRum eiep vogeinbyuog pue Aunosg
) > pue Duipees qidy
smeis S— ﬁ siosuas Jyhy ‘yn ‘aanpesadwel jo sniels
v v
juswAey Ve N smes uoieisdo
Addns wewdey | Hunans
%4 Jemod 1epeas pies Aedsip
N swebeuew smereddy ussIos
Bubreyn {12 1088300id [eURD pappaquT] uonos|es
\_ J poysed Aeydsig
1senbat wswAhed H T gseyoind indu|
44 »
~ < 18
r J snjels Ajddns Jemod yun ndu Aoy uopng n
91y Jun jewabeuew 454 UBISU $581d
weysAs somod pUGAH 1sen1bel [ereues Bun uswebeuew .
Go| uopoesues ] - :

UOCHEDIUNWIWOD

SUOROTISUL |0UOT)-

Ly Iun
nungns uoperedo dn jeig

wawebeurw
uopeasifoy

Py uun

Wwawabeuew
uoeULOp|




Patent Application Publication

Embedded electronic payment

Embedded
encryption key

Embedded
security access

storage module storage module

Jun. 8,2017 Sheet 6 of 11

US 2017/0161724 Al

Embedded central

Debit RFID
reader and
writer

RFID tag
reader and
writar file

processor 211

comprehensive
backup storage

Wireless  {apparatus health and operation status
communicat
fon unit and |«
its antenna PPP execution message
set o o
27 hl »
Whole set
#——| upload record
backup storage
1. Transaction data
2.Debit card files
3.Credit card files
4.Prepaid card files
Y
Central
payment
operation
control
platform
13

N

Credit RFID
reader and
writer

Bad debt card
blacklist
storage

Real time

Main record
storage

1. Transaction data
2.Debit card files
3.Credit card files
4.Prepaid card files

Fig. 6



Patent Application Publication

Override pending PPP

Jun. 8,2017 Sheet 7 of 11

Yi
es PPP user still

US 2017/0161724 Al

user registers his/her
personal information on the
payment card driven payment
platform (701)

v

using electronic payment
card i pay service fee
(702)

provide PPP server
with payment card

user (704 awaiting
7oy processing? number (703)
No
A 4
y Yes send PPP message by voice
payment card already » gaII{short message
. > service/ielephone 1o user's
registered? mobile phone (706)
predetermined timeslot | qnfirmed

user actively log-in
PPP application

({before the terminal
apparatus service

_ later

Confirm PPP and the
terminal apparatus

remaining time) (708)

No
User's payment card
already registered
REP service2

Yes

o user's mobile
phone

Send PPP message

service (707)

Confirm service
exiension

and connect fo
mobile phone to
conduct real time

payment (712)

paid by debit
payment card
Go through
apparatus that
support debit card

Payment by
credivprepaid/debit
payment card?

paid by

Directly deduct credit
card credit in PPP
(711)

v

Yes

credit/prepaid
payment card

Yes

»
A

4

Select sewvice
extension request

No

Submit the PPP setvice
extension request to the
apparaius

extend
requested
setvice (717)

b

Send confirmation
message 1o the
registered user

(718}

Fig. 7

A 4
A

End



Patent Application Publication Jun. 8,2017 Sheet 8 of 11 US 2017/0161724 A1

RS232 serial port (84)

<>

RS232 serial port

connected to the

key management

TCP
means (17) secure port 85

(COM2)

Fig. 8



Patent Application Publication Jun. 8,2017 Sheet 9 of 11

Service terminal
apparatus (11), such
as laundry service,
rental of goods, rental

l system

of venue, parking

Read/write RFID

I

Payment card (122)

ear fiel
commun|

i

cati

on

AN

Receive electronic receipt

Select o receive
electronic receipt by
asing maobile
application {"MPA")
on the smart phone
(123}

Fig. 9

US 2017/0161724 Al



Patent Application Publication Jun. 8,2017 Sheet 10 of 11  US 2017/0161724 A1l

Electronic payment card driven
payment platform {12)

N
3G/4G module
communication
: Telecommunication
5‘;\ network

select to attend
payment by using
mobite application
{"MPA"} on smart
phone (123)

Select to attend payment by using
interactive voice response system
("tVRS"), short message service
("SMS")

Fig. 10



Patent Application Publication Jun. 8,2017 Sheet 11 of 11  US 2017/0161724 A1l

Service terminal apparatus
{11) has remaining time,
then the operation staff will
issue a penalty ticket
according to the overtime

Near field

/”:‘\ communication
< :,,«-;,\—" - Data downioad of fransaction data
O /—/L\ in remote areas or areas not
0000 covered by the telecommunication
network
- Data upload of data relevant files
) in remote area or areas not covered
// :‘ﬁ by the telecommunication network
WiFi moduie or
\\ Bluetooth
// communication
5 Select to download,
upload information
and issue penalty
Handheld data collection ticket by using
means (19) mobile application
{("MPA"™) on the smart
phone (123}

Fig. 11



US 2017/0161724 Al

RADIO FREQUENCY IDENTIFICATION
CARD AND MOBILE PHONE
INTERLINKING EMBEDDED ELECTRONIC
PAYMENT APPARATUS AND METHODS

INCORPORATION BY REFERENCE TO ANY
PRIORITY APPLICATIONS

[0001] Any and all applications for which a foreign or
domestic priority claim is identified in the Application Data
Sheet as filed with the present application are hereby incor-
porated by reference under 37 C.FR. §1.57.

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0002] This application claims foreign priority under 35
US.C. §119 to Chinese Patent Application No.
201510894642.5 filed on Dec. 5, 2015, which is hereby
incorporated by reference in its entirety.

FIELD

[0003] Some embodiments relate to the management of
electronic payment card driven payment service, and more
particularly, to the use of embedded system technology and
radio frequency identification technology in an electronic
payment management system to perform payment and to
renew payment for a specified service through an embedded
electronic payment apparatus which is interlinking with a
radio frequency identification card or a mobile phone.

BACKGROUND

[0004] At present, the common service terminal appara-
tuses, such as laundry service, rental of goods, rental of
venue and parking system, generally use a contactless IC
card type electronic timer automatic payment charging appa-
ratus, and charge according to service time, the user pur-
chase a designated smart card in advance, and then uses the
smart card to pay service charges, when the amount of
money in the smart card is used up, the smart card shall be
recharged and then be used to pay the service charges,
however, since the payment charging apparatuses are gen-
erally located in different places, if the user’s balance is not
enough or has used up, it is not easy to find a store to
recharge it, and when the service time of the service terminal
apparatus is expired or time-out, it is necessary to go to the
payment charging apparatus in person and pay the fees, so
that the related services can be used continuously, so it is
very troublesome.

[0005] In terms of management, a large number of patrol
staff is required to check the operation conditions, penalty
fees, maintenance and so on, and also manually collects the
payment information from each service terminal apparatus
one by one, and then aggregates them to a central terminal
for clearance processing, the labor costs are still high, and is
not as fast as the communication transmission system in
terms of time, thus it is a very time-consuming and labor-
intensive work.

[0006] Although IC card payment apparatus solves some
of the management problems of the manual fee collection
system, but it is difficult to be employed in large scale, and
it can’t carry out real-time statistic and status monitoring:
limited by costs, the current IC card payment apparatus
generally does not have the functions of real-time network-
ing and communication. The operation staffs generally use a
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dedicated handheld data acquisition apparatus to collect
transaction data locally in a short range distance by means
of wireless communication, check the working status of the
payment apparatus, and acquire the fee charging data col-
lectively, and analyze the using status of different regions
afterwards. It has heavy workload, and relatively high costs
for labor, equipment and clearance.

[0007] Because the payment transaction data is stored in
the internal memory of the payment apparatus, the loss or
the electrical damage of the payment apparatus will result in
the loss of the transaction data, resulting in certain amount
of economic losses and even causing a security risk of the
key system. The operation and maintenance costs of the
equipment are high, and the structure of IC card apparatus
is complex, and hence the hardware costs for the cards and
card readers are high; the power consumption of the product
is high, and the costs of construction and maintenance are
high due to electricity wiring or frequently replacement of
batteries and other vulnerable interface components; cur-
rently, the trend of the latest payment charging system is to
allow the user to pay by credit card using his/her mobile
phone.

[0008] In addition, regarding the benefits of using the
service terminal apparatus, since currently a large number of
charging equipment systems can’t provide their information
on the usage status to the management information center,
thus the information center can’t provide the status infor-
mation of a service terminal apparatus to the user looking for
the service terminal apparatus, and hence the user can only
take the chance to look around, which will take a lot of time.

[0009] In view of the above, it can be seen that there are
many disadvantages in the time-based fee-payment appara-
tus of the current service terminal apparatus, which is not in
line with the trend of modern smart city construction for an
information-oriented society which emphasizes efficiency,
effectiveness and convenience.

SUMMARY

[0010] This application discloses, in some embodiments,
apparatus and methods for renewing payment based on
interlinking of radio frequency identification cards, mobile
phones with electronic payment apparatuses implemented as
embedded devices. The application further discloses an
electronic payment apparatus for performing payment and
renewing payment remotely to a service terminal. The
electronic payment apparatus can, in some embodiments be
characterized by controlling and operating real-time super-
vision and management of all embedded firmware modules;
managing and storing the information of the consumers’
first-time used payment cards, renewal payment card,
renewal payment apparatus, renewal payment phone number
and email account; recording and processing charging rules;
confirming charging payment after checking with blacklists;
and establishing communication interlinking between the
consumer’s mobile phone and issuing real-time renewal
instructions in order to carry out remote renewal payments.
Finally, by using a terminal and an embedded encryption key
to carry out mutual authentication and encryption of trans-
action record, real-time transaction record comprehensive
backup can be performed. The whole record backup can be
uploaded to the central payment operation control platform
for checking and auditing, and thereafter sent to the settle-
ment institution for payment clearance.
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[0011] The application provides, in some aspects, a radio
frequency identification card and smart phone interlinking
embedded renewing apparatus and methods thereof, wherein
the embedded central processor can be used to: control,
execute and manage all embedded installed firmware mod-
ule units; comprising any number of the following: a reg-
istration management unit, a key input unit, a charging
management unit, an information management unit, a black-
list management unit, a transaction management unit, a
security management unit, a security and environment man-
agement unit, a radio frequency identification reading and
writing unit, a main record unit, a storage management unit,
a communication management unit, an monitoring engine
unit, a management service unit, an operation notification
unit and a hybrid power system management unit.

[0012] Advantageously, in some embodiments, the key
input unit further comprises an operation subunit and a mode
key subunit.

[0013] Advantageously, in some embodiments, the charg-
ing management unit further comprises a first payment
charging rule subunit and a service charging subunit.
[0014] Advantageously, in some embodiments, the infor-
mation management unit further comprises an apparatus
display subunit and a mobile phone communication setup
interlinking subunit.

[0015] Advantageously, in some embodiments, the secu-
rity management unit further comprises a secure access
module (SAM) decryption key storage subunit, an embed-
ded encryption and decryption key storage subunit, an
advanced encryption standard (AES) decryption algorithm
subunit and an AES encryption algorithm subunit.

[0016] Advantageously, in some embodiments, the secu-
rity and environmental management unit further comprises
a light sensor subunit, a tilt sensor subunit, a vibration sensor
subunit, a temperature and humidity sensors subunit and
other peripheral sensor subunit.

[0017] Advantageously, in some embodiments, the radio
frequency identification reading and writing unit further
comprises a debit card server payment application subunit,
a credit card server payment application subunit and a
prepaid card server payment application subunit.

[0018] Advantageously, in some embodiments, the main
record unit further comprises a transaction record subunit, an
operation record subunit, and a maintenance record subunit.
[0019] Advantageously, in some embodiments, the storage
management unit further comprises a real-time comprehen-
sive backup subunit and a whole set upload record backup
subunit.

[0020] Advantageously, in some embodiments, the com-
munication management unit further comprises a 3G/4G
operation subunit, a Zigbee short-range wireless network
subunit, a WiFi operation support subunit and a Bluetooth
operation support subunit, an electronic receipt generating
subunit, a service information reading subunit, an overtime
penalty ticket generating subunit, and a dial-up operation
subunit.

[0021] Advantageously, in some embodiments, the moni-
toring engine unit further comprises a module operation
state reporting unit and an automatic repairing unit.

[0022] Advantageously, in some embodiments, the man-
agement service unit further comprises an upgrading unit, a
reporting unit, a parameter setting unit and an extract
download data subunit.
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[0023] Advantageously, in some embodiments, the opera-
tion notification unit further comprises a sound notification
subunit, a flashing notification subunit and a display control
unit.

[0024] Advantageously, in some embodiments, the hybrid
power system management unit further comprises a battery
pack state of charge subunit, a battery operation subunit, and
a backup rechargeable battery power supply subunit.
[0025] According to one aspect, an electronic payment
system based on interlinking of a radio frequency identifi-
cation card and mobile phone with an electronic payment
apparatus is provided, which comprises in some embodi-
ments any number of the following features:

[0026] an electronic payment apparatus operable in offline
independent mode or network-connected mode, wherein the
electronic payment apparatus simultaneously supports a
plurality of sets of service terminals;

[0027] an electronic payment card driven payment plat-
form;

[0028] a central payment operation control platform;

[0029] a clearance unit;

[0030] a remote audit unit;

[0031] a handheld data collection means;

[0032] a hardware security encryption and decryption
unit;

[0033] a secured wireless communication unit;

[0034] a key management unit, through the secured

wireless communication unit to input and output com-
munication to perform radio frequency identification
card driven payment service and to collect relevant data
for central management;
[0035] The electronic payment apparatus comprises a
security and environmental management unit for protecting
all data stored in the electronic payment apparatus, for
automatically triggering a theft alarm in response to security
incidents, and for notifying the central payment operation
control platform the security incidents, wherein the security
and environmental management unit comprises any combi-
nations of the following:
[0036] a) a light sensor subunit, for destroying security
data stored in the electronic payment apparatus and trigger-
ing an alarm in response to unauthorized opening of an
external cover of the electronic payment apparatus;
[0037] D) a tilt sensor subunit, for anti-theft and mechani-
cal impact detection of the electronic payment apparatus,
wherein the tilt sensor will trigger an alarm when the
electronic payment apparatus tilts beyond a preset angular
degree;
[0038] c¢) a vibration sensor subunit, for abnormal vibra-
tion detection, the vibration sensor will trigger an alarm
when the electronic payment apparatus is hit and disrupted;
[0039] d) a temperature and humidity sensor subunit, for
measuring the temperature and humidity, wherein the tem-
perature and humidity sensor subunit is configured to report
measurements regularly and send alerts automatically when
temperature or humidity exceeds preset values, and wherein
the temperature and humidity sensor subunit also triggers to
operate a cooling fan in the electronic payment apparatus for
cooling and dehumidify purposes; and
[0040] e) peripheral detection sensor subunits, for collect-
ing and reporting environmental data including atmospheric
particulates, sulphur oxides, nitrogen oxides, and non-meth-
ane hydrocarbons so as to support air quality assessment,
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and for collecting wireless geomagnetic detection data so as
to detect the current status of each parking space.

[0041] According to another aspect, a method of elec-
tronic payment using the aforesaid electronic payment sys-
tem is provided, comprising any combinations of the fol-
lowing:

[0042] a) the user registers his/her personal data on the
electronic payment card driven payment platform by means
of its mobile application, comprising one or more contact-
less type electronic payment cards, renewing electronic
payment card, renewing financial apparatus, renewing
phone number and email account, a dedicated account
number of the electronic payment card driven payment
platform will be assigned to this user;

[0043] D) the registered user pays for service charge with
his/her registered electronic payment card via the contactless
type electronic payment card;

[0044] c) the registered user can link the electronic pay-
ment card to another electronic payment card for registra-
tion, wherein the linking comprises inputting the number of
a credit card on the mobile application and paying from the
credit card;

[0045] d) the server of the electronic payment card driven
payment platform receives the electronic payment card of
the registered user, if any pending registered user does not
confirm renewing fee, the next user who need to renew will
override the functions of the PPP, and the PPP will determine
if the electronic payment card is registered or not;

[0046] e) the apparatus will communicate with the elec-
tronic payment card driven payment platform at the central
data center via a telecommunication means (e.g. fixed-
network, telephone line, short message, 2G, 3G, 4G, etc.);
[0047] f) if it is confirmed that the registered user is
already connected to the registered payment card on the
electronic payment card driven payment platform, the elec-
tronic payment card driven payment platform will send out
a payment message (via voice call (IVRS), short message
service (SMS), and/or smart phone notification message) to
the mobile phone of the registered user;

[0048] g) the registered user confirms the service message
sent by the electronic payment card driven payment platform
by voice communication, short message or mobile applica-
tion, so as to confirm the corresponding service of the smart
service terminal means;

[0049] 1) if the registered user confirms to use the service
of the electronic payment card driven payment platform: the
registered user can select between: Option 1) accept the
automatically assigned timeslot or the automatically
extended service time before the current service time
expires; or Option 2) the registered user can consider to
confirm accepting to renew the service time of the desig-
nated smart service terminal apparatus by telephone service,
and to accept receiving an alert message of a pre-defined
grace period; or Option 3) the registered user voluntarily
logs in the electronic payment card driven payment plat-
form;

[0050] 1) if the registered user selects the Option (1), the
service selected by the registered user will be renewed
remotely; after the registered user confirms to renew the
service, an exact payment amount will be paid through the
electronic payment card driven payment platform;

[0051] j) if the registered user uses a credit card/a prepaid
card to renew the service, the transaction of renewing
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service will be updated directly on the electronic payment
card driven payment platform;

[0052] k) if the registered card is a debit card, the user
have to use the mobile phone connected to an apparatus
which support debit card payment to perform payment in
real time;

[0053] 1) if the registered user selects the Option (2), an
alert message will be sent to the registered user before a
pre-defined grace period or the service expires;

[0054] m) if the registered user selects the Option (3),
he/she can choose to confirm and renew the service request
directly;

[0055] n) perform the payment processes of steps j to k;
[0056] o) the registered user confirms the required service
selected to perform service renewal remotely;

[0057] p) the electronic payment card driven payment
platform will update the required service renewal of the
central payment operation control platform, and update the
designated EPM via mobile communication network; and

[0058] q) finally, the user’s mobile phone will receive a
notification message via voice call (IVRS), short message
service (SMS) and/or smartphone application to make the
final confirmation on the transaction.

BRIEF DESCRIPTION OF THE DRAWINGS

[0059] The accompanying drawings illustrate one or more
embodiments and, together with the written description,
serve to explain the principles. Wherever possible, the same
reference numbers are used throughout the drawings to refer
to the same or like elements of an embodiment, and wherein:
[0060] FIG. 1 is a system configuration diagram of a
preferred embodiment of the radio frequency identification
card and smart phone interlinking embedded renewing pay-
ment apparatus and methods;

[0061] FIG. 2 is an apparatus configuration diagram of a
preferred embodiment of the radio frequency identification
card and smart phone interlinking embedded renewing pay-
ment apparatus and methods;

[0062] FIG. 3 is a flow chart showing the implementation
of data encryption and decryption of the radio frequency
identification card and smart phone interlinking embedded
renewing payment apparatus and methods in some embodi-
ments;

[0063] FIG. 4 is the embedded central processor configu-
ration of the radio frequency identification card and smart
phone interlinking embedded renewing payment apparatus
and methods in some embodiments;

[0064] FIG. 5 is a flowchart for implementation of the
embedded central processor of the radio frequency identi-
fication card and smart phone interlinking embedded renew-
ing payment apparatus and methods in some embodiments;
[0065] FIG. 6is a flowchart of transaction data of the radio
frequency identification card and smart phone interlinking
embedded renewing payment apparatus and methods in
some embodiments;

[0066] FIG. 7 is a flowchart of preferred embodiment of
the radio frequency identification card and smart phone
interlinking embedded renewing payment apparatus and
methods in some embodiments;

[0067] FIG. 8 is the hardware security encryption and
decryption unit configuration of the radio frequency identi-
fication card and smart phone interlinking embedded renew-
ing payment apparatus and methods in some embodiments;
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[0068] FIG. 9 is a schematic diagram of a one-stop for a
consumer to perform, confirm, and pay at the designated
apparatus and a schematic diagram showing received elec-
tronic receipt in some embodiments;

[0069] FIG. 10 is a schematic diagram showing the pres-
ent apparatus automatically performing a service renewal
request for a second time in some embodiments;

[0070] FIG. 11 shows in some embodiments that a man-
agement staff performs maintenance operation by a hand-
held data collection means apparatus for uploading or down-
loading information from a collection apparatus and issuing
a penalty ticket to a consumer who used the service exceed-
ing the time limit of the present apparatus.

DETAILED DESCRIPTION

[0071] The application provides in some embodiments
apparatus and methods for renewing payment based on
interlinking of radio frequency identification cards, mobile
phones with electronic payment apparatuses implemented as
embedded devices. In the age of the Internet of Things, that
is, to make all the items connected to the Internet, and then
use the Internet to achieve real-time query, remote control,
remote monitoring, and to carry out a number of value-
added applications through the intelligent management
thereof, so as to achieve the intelligent life mode character-
ized by the three features “all-round perception, reliable
transmission, and intelligent processing”. The electronic
payment apparatus can support two-way communication,
and can support service fee payment and remote renewal
payments, as well as real-time collection of the security and
environmental information relating to electronic payment
apparatus. The electronic payment system can form part of
the information and communication technology infrastruc-
ture of a smart city. The collection of the foregoing security
and environmental information would facilitate the imple-
mentation of a smart city that addresses issues in one or
more aspects of the city including governance, economy,
mobility, environment, living and people, thereby improving
the quality of life of the citizens and enhancing the sustain-
able growth and competitiveness of the city.

[0072] The apparatus and methods will now be described
in further detail with reference to the accompanying draw-
ings and embodiments.

[0073] FIG. 1 shows a system configuration diagram of a
preferred embodiment relating to a radio frequency identi-
fication card and smart phone interlinking embedded pay-
ment apparatus and methods thereof. The radio frequency
identification card and smart phone interlinking embedded
payment apparatus 11 interlinks an electronic payment card
driven payment platform 12 and a central payment operation
control platform 13, to complete a payment renewal on a
designated service terminal remotely and in real-time by
means of a single apparatus, a one-stop or two-step method,
to provide a radio frequency identification card payment
system service using the debit card, the credit card or the
prepaid card which are convenient to the public, and process
all payment transactions through the clearance unit 14 to
receive payments and provide a clearance institute 15 for
clearance processing, the remote audit unit 16 audits the
authenticity of the record to ensure that payment transac-
tions with the consumer are completed, the key management
unit 17 and the hardware security encryption and decryption
unit 18 ensure that all data is securely delivered, in remote
areas or the areas not covered by the telecommunication
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networks, said apparatus sets up an appropriate communi-
cation port to connect hand-held data collection means 19,
s0 as to create a new basis for automated payment and
facility management requirements for future public short-
term rental services. This system provides a one-stop mode
of performing, confirming and paying for a designated
payment system apparatus through an embedded informa-
tion technical computer and radio frequency identification
technology, and then automatically performing extension of
the service time in a second time to a designated service
terminal apparatus, without returning to the specified service
terminal apparatus and no need to re-enter the designated
payment system apparatus identifier thereof, thereby avoid-
ing mistake in entering the apparatus identifier and hence
causing a subsequent renewing error.

[0074] FIG. 2 shows a radio frequency identification card
and smart phone interlinking embedded electronic payment
apparatus, which is characterized in that it comprises a
aluminum alloy housing, a hybrid power supply means 21,
a display means 22, an input means 23, a radio frequency
identification reader and-writer and its antenna set 24, a
notification and voice control operation means 25, a sensing
means, a wireless communication unit and its antenna set 27,
a storage means 28, an encryption key storage module 29, an
embedded security access storage module 210, a near field
communication module 211, and an embedded central pro-
cessor 212.

[0075] According to an embodiment, the hybrid power
supply means 21 is characterized in that it supports a
plurality sets of disposable alkaline batteries, a rechargeable
battery power supply circuit and a backup rechargeable
lithium battery; a display means characterized in that it
comprises a display apparatus and a timing controller,
wherein the input means 23 comprises a plurality sets of
buttons which are momentary buttons and can be switched
on and off by a piezoelectric material, which is made of
stainless steel and is sealed and waterproof, and has easy-
to-clean metal surface.

[0076] The radio frequency identification reading and
writing unit comprises a debit card/a prepaid card RFID
reader and writer 241, and a credit card RFID reader and
writer 242, connected to the antenna set for reading and
writing operation of the radio frequency identification tag;
the adjustment circuit inside the antenna set is used for
adjusting the sensitivity of the radio frequency antenna
element, if the debit card reader and writer is selected for
operation, then the credit card reader and writer remains idle
and the reader and writer antenna remains off to avoid
affecting the performance of the debit card reader and writer;
on the contrary, if the credit card reader and writer is selected
to operate, the debit card reader and writer remains idle and
the reader and writer antenna remains off.

[0077] According to an embodiment, the notification and
voice control operation means 25 comprises a plurality
groups of buzzers, an accounting notification light, a remain-
ing time notification light and a power supply notification
light, and is mainly used for indicating a payment status,
wherein:

[0078] The buzzer makes sound when the application is
operating. When the card is placed near the reader, for
example, the radio frequency identification tag reader and
writer completes the transaction, the buzzer can make a
sound. When the top cover is opened in case of theft, the
buzzer will make a high-frequency sound in real time;
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[0079] The accounting notification light is installed in
front of the apparatus, for indicating the payment status of
the charging means. The green notification light is used to
indicate the status of the user’s payment charging apparatus,
when the green power notification light is on, indicates the
payment has gone through the payment charging apparatus
and turned on, when the green charging notification light is
off, the red light representing the overtime notification light,
which means that the service has expired or the payment has
not gone through.

[0080] The red overtime notification light can also be
installed at the rear end of the apparatus to show the
operation staff, if the user is still using the service apparatus
exceeding time limit, the staff can request a penalty fine to
the overtime user;

[0081] If the power supply notification light indicates a
low power state, the staff needs to replace the disposable
alkaline battery pack or to recharge the lithium battery.
[0082] The sensing means is characterized by in some
embodiments a light sensor 261, a tilt sensor 262 and a
temperature sensor which form input interfaces for theft
alarm, accidental collision and cooling.

[0083] The wireless communication unit and its antenna
set 27 comprises a 3G module 271, a Zigbee module 272, a
WiFi module 273, and a Bluetooth module 274.

[0084] Wherein the storage means 28 in some embodi-
ments comprises five non-volatile read/write memories to
store all relevant data. If the memory is full, no further
transaction records can be stored, and the smart service
terminal apparatus does not in some embodiments allow
access to purchase service time and display the words like
unavailable, etc.

[0085] The five non-volatile read/write memories in some
embodiments comprise “Main Record Storage”, “Bad Debt
Card Blacklist Storage”, “Radio Frequency Identification
Reader and Writer File Storage”, “Real-time Comprehensive
Backup Storage”, and “Whole Set Upload Record Backup
Storage”. The main record storage stores all transaction
records; the bad debt card blacklist storage stores bad debt
card blacklist; the RFID tag reader and writer file storage
stores all the RFID tag reader and writer update documents,
settings and firmware upgrades; the real-time comprehen-
sive backup storage stores all transaction records in real
time; the whole set upload record backup storage stores all
data of the storage means for backup purposes.

[0086] According to an embodiment, the encryption key
storage module 29 and the embedded security access storage
module 210 are used for key storage and are capable of
providing the function of periodically replacing encryption
keys for decryption.

[0087] The encryption key storage module 29 (CryptoM-
emory) integrates a hardware encryption engine and an
encryption level hardware random number generator, and
can securely manage up to four keys downloaded from the
central payment operation control platform to implement the
encryption algorithm and securely store it in EEPROM, said
crypto memory is provided with an embedded hardware
encryption engine, and the keys shall be securely stored in
the settings and not allowed to be read or copied, so that the
settings can mutually authenticate with the central payment
operation control platform.

[0088] The embedded security access storage module 210
performs an encryption operation using an embedded SAM
(secure access module) and has hardware security measures
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that allow secure storage of the keys. The embedded SAM
can resist the impact of weather changes.

[0089] The near field communication module 211 pro-
vides a schematic diagram of the electronic receipt to the
consumer to the designated apparatus, and the operation staff
issuing a penalty notice schematic diagram to the overtime
user according to the overtime status of the present appara-
tus.

[0090] FIG. 3 is a flow chart showing the implementation
of data encryption and decryption of the radio frequency
identification card and smart phone interlinking embedded
payment renewing apparatus.

[0091] According to an embodiment, the encryption key
storage module 29 and the embedded security access storage
module 210 are used for key storage and are capable of
providing the function of periodically replacing encryption
keys for decryption.

[0092] FIG. 4 shows a figure of the firmware structure of
the central processor according to an embodiment. FIG. 5 is
a flow chart for implementation of the embedded central
processor of the radio frequency identification card and
smart phone interlinking embedded payment renewing
apparatus and methods.

[0093] According to an embodiment, the embedded cen-
tral processor 212 controls, operates and manages all the
embedded installed firmware modules, comprising an reg-
istration management unit 41, a key input unit 42, a charging
management unit 33, an information management unit 44, a
blacklist management unit 45, a transaction management
unit 46, a security management unit 47, a security and
environment management unit 48, a radio frequency iden-
tification reading and writing unit 49, a main record unit 410,
a storage management unit 411, a communication manage-
ment unit 412, a monitoring engine unit 413, management
service unit 414, an operation notification unit 415, and
hybrid power system management unit 416.

[0094] The electronic payment apparatus comprises a
security and environmental management unit for protecting
all data stored in the electronic payment apparatus, for
automatically triggering a theft alarm in response to security
incidents, and for notifying the central payment operation
control platform the security incidents, wherein the security
and environmental management unit comprises any combi-
nations of the following:

[0095] a) a light sensor subunit, for destroying security
data stored in the electronic payment apparatus and trigger-
ing an alarm in response to unauthorized opening of an
external cover of the electronic payment apparatus;

[0096] b) a tilt sensor subunit, for anti-theft and mechani-
cal impact detection of the electronic payment apparatus,
wherein the tilt sensor will trigger an alarm when the
electronic payment apparatus tilts beyond a preset angular
degree;

[0097] c¢) a vibration sensor subunit, for abnormal vibra-
tion detection, the vibration sensor will trigger an alarm
when the electronic payment apparatus is hit and disrupted;
[0098] d) a temperature and humidity sensor subunit, for
measuring the temperature and humidity, wherein the tem-
perature and humidity sensor subunit is configured to report
measurements regularly and send alerts automatically when
temperature or humidity exceeds preset values, and wherein
the temperature and humidity sensor subunit also triggers to
operate a cooling fan in the electronic payment apparatus for
cooling and dehumidify purposes; and
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[0099] e) peripheral detection sensor subunits, for collect-
ing and reporting environmental data including atmospheric
particulates, sulphur oxides, nitrogen oxides, and non-meth-
ane hydrocarbons so as to support air quality assessment,
and for collecting wireless geomagnetic detection data so as
to detect the current status of each parking space.

[0100] Advantageously, the electronic payment apparatus
comprises any combinations of the following:

[0101] a housing;

[0102] a hybrid power supply means;

[0103] a display means;

[0104] an input means, for receiving input from the con-
sumer;

[0105] a radio frequency identification reader and writer

and its antenna set;

[0106] a notification and voice control operation means;
[0107] a sensing means;

[0108] a wireless communication means and its antenna
set;

[0109] a storage means;

[0110] an encryption key storage module;

[0111] an embedded security access memory module;
[0112] a near field communication module; and

[0113] an embedded central processor, wherein the

embedded central processor is configured to control, operate
and manage units including any combinations of the fol-

lowing:

[0114] an registration management unit 41;

[0115] a key input unit 42, for receiving a service request
from the user;

[0116] a charging management unit 43;

[0117] an information management unit 44;

[0118] a blacklist management unit 45;

[0119] a transaction management unit 46;

[0120] a security management unit 47,

[0121] a security and environment management unit 48;
[0122] a RFID reading and writing unit 49;

[0123] a main record unit 410;

[0124] a storage management unit 411;

[0125] a communication management unit 412;

[0126] a monitoring engine unit 413;

[0127] a management service unit 414;

[0128] an operation notification unit 415; and

[0129] a hybrid power system management unit 416.
[0130] According to an embodiment, the registration man-

agement unit 42 manages and stores information relating to
transactions, including:

[0131] accounts of electronic payment cards used for the
first payment;
[0132] information about the electronic payment cards

used for renewing payment;
[0133] information about the electronic payment appara-
tus used for renewing payment;

[0134] mobile phone numbers used for renewing payment;
and
[0135] email accounts of the consumers registered to the

electronic payment card driven payment platform.

[0136] According to an embodiment, when a timer con-
troller receives a key in signal of the user for payment
request, the electronic payment apparatus will turn from
sleep mode to power operation mode; wherein after a
specified operation time or when the electronic payment
apparatus does not receive the user’s payment, the electronic
payment apparatus will automatically turn off the power
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supply of a relevant power consumption unit and turn to
sleep mode, to save power consumption; and wherein the
key input unit 42 further comprising any combinations of the
following:

[0137] a) an operation subunit, comprising a plurality of
momentary buttons to select a desired service terminal; to
select a service request; to select between a debit card, a
credit card, and a prepaid card for the radio frequency
identification card reader and writer to make payment; and
to receive an electronic receipt in real-time;

[0138] b)a mode key subunit, for a maintenance personnel
to create the mode key of the electronic payment apparatus
formed by a sequence of button inputs; and for a mainte-
nance personnel to turn on a WiFi module or a Bluetooth
module in the wireless communication unit and its antenna
set for maintenance operation.

[0139] According to an embodiment, the charging man-
agement unit 43 further comprises:

[0140] a first payment charging rule subunit, for calculat-
ing a required fee based on the service request entered by a
consumer via the operation subunit and rules set by a service
terminal provider; and

[0141] a service charging rule subunit, for calculating a
required fee based on remote charging rules set by the
service terminal provider.

[0142] According to an embodiment, the information
management unit 44 further comprises:

[0143] an apparatus display subunit, for instantly display-
ing a service selected by a consumer and fees associated
with the service, and for displaying charged payment data on
the display means after confirmation of the payment; and
[0144] a mobile phone communication setup interlinking
subunit, for confirming that the consumer’s electronic pay-
ment card is registered on the electronic payment card
driven payment platform, for connecting the consumer’s
smartphone for communication, and for sending to the
consumer payment information, wherein the payment infor-
mation includes: the first payment electronic receipt
obtained by means of the consumer’s short message service
(SMS), renewal request, and extended renewal request.
[0145] According to an embodiment, the blacklist man-
agement unit 45 manages and stores information including:
bad debts; stolen, cloned or expired electronic payment card;
mobile phone number and e-mail account of card holder, in
a separate memory module.

[0146] According to an embodiment, after the blacklist
management unit 45 checks against a blacklist, the transac-
tion management unit 46 confirms processing the payment,
and generates transaction data information including: trans-
action number, electronic payment card number, expiry date
of electronic payment card, transaction date, transaction
time, purchased service request, service charge, electronic
payment apparatus identifier, service terminal identifier, and
remaining value of electronic payment card.

[0147] Advantageously, the RFID reader and writer mod-
ule stores and uploads the transaction data to the central
payment operation control platform, the transaction data
including: card type, card ID, card expiry date, transaction
date and time, transaction amount, purchased service, the
apparatus identifier, service terminal number, card balance
value, and further comprises any combinations of the fol-
lowing:

[0148] a) a debit card server payment application subunit,
used to perform a whole debit payment transaction of a
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deposited amount, the cardholder shall pay based on the
balance in the card when using the card, that is, overdraft is
not allowed

[0149] D) acredit card server payment application subunit,
used to perform a whole credit payment transaction within
a credit limit, a card holder may spend by using the credit
card within the credit limit and then repay later;

[0150] c¢) a prepaid card server payment application sub-
unit, used to perform the payment transaction of the deposit
amount and overdraft, the cardholder may deposit a certain
amount of money according to the requirements of the card
issuing institution, and when the deposit amount is insuffi-
cient for the payment, the card can be overdrawn within a
defined credit amount.

[0151] According to an embodiment, the main record unit
further comprises any combinations of the following:
[0152] a) a transaction record subunit, for managing and
storing memory blocks separated from an internal memory,
the internal memory stores transaction records and hashed
results of the transaction records, wherein the transaction
records comprise: card type, card number, card expiration
date, transaction date, transaction time, transaction amount,
purchased service time, service charge rate rule, the elec-
tronic payment apparatus identifier, remaining card value,
and finally the transaction records are verified by hash
verification codes, the transaction records shall be periodi-
cally uploaded to the central payment operational control
platform for data analysis;

[0153] b) an operation record subunit, for managing and
storing operation data information in the memory blocks
separated from the internal memory, the operation data
information comprises: the electronic payment apparatus
downtime, date and time when the terminal service is not
provided, date and time when the terminal service is free,
recorded prescheduled or abnormal restart time, failed trans-
action records resulted from the cards in the blacklist,
cumulative daily operating hours, and battery low notifica-
tion;

[0154] c¢) a maintenance record subunit, for managing and
storing maintenance information in the memory blocks
separated from the internal memory, and for maintaining the
maintenance information which comprises diagnosis and
repair logs, and date of battery replacement.

[0155] According to an embodiment, the security manage-
ment unit 47 manages a plurality of encryption and decryp-
tion keys generated by the key management unit by using a
main key; wherein the security management unit further
comprises any combinations of the following:

[0156] a) a SAM decryption key storage subunit, for
storing the electronic payment apparatus identifier, a first
decryption key (A), and a key generation algorithm; wherein
said key generation algorithm generates a fourth decryption
key (D) using said first decryption key (A) and a second
decryption key (B) that is embedded in said encryption key
storage subunit;

[0157] b) an embedded encryption and decryption keys
storage subunit, for storing the second decryption key (B)
and a third encryption key “C” that is stored in an encrypted
chip and cannot be disassembled nor cracked from said
electronic payment apparatus;

[0158] c¢) an Advanced Encryption Standard (AES)
decryption algorithm subunit, for decrypting data and sys-
tem settings sent to the said electronic payment apparatus
from said central payment operation control platform using
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the security check of the fourth decryption key (D) at AES;
wherein the data and system settings include any combina-
tions of the following:

[0159] (i) standard charge rate,
[0160] (ii) progressive charge rate, and
[0161] (iii) daily operational information, the daily opera-

tional information includes: a timetable of a plurality of
operations, and the charge rates for different terminals,
operation time, an operation selection mode, a restricted
service mode, a free service mode, a grace period for
remaining time, a non-cumulative time, on/off encryption
technology and the user operation steps; wherein the system
settings updates:

[0162] synchronizing time setting,

[0163] upload and download time setting of the radio
frequency identification reader and writer files,

[0164] radio frequency identification reader and writer
temporary blacklist download time setting,

[0165] radio frequency identification reader and writer
data integration time setting, and

[0166] transaction data uploading time interval setting,
[0167] d) an Advanced Encryption Standard (AES)
encryption algorithm subunit, for encrypting and uploading
the information data files using the third encryption key (C)
by the AES security check for the data sent from the
electronic payment apparatus to the central payment opera-
tion control platform, the information data files comprise
any combinations of the following:

[0168] the transaction data information,

[0169] the security and environmental information, and
[0170] the operational data information and the mainte-
nance data.

[0171] According to an embodiment, the storage manage-

ment unit 411 stores the records of the electronic payment
apparatus in a time-sequential manner in a linear buffer
mode in the storage block separated from the internal
memory, wherein each transaction data is generated and
recorded based on the transaction details, and its SHA-1
(cryptographic hash function) is generated and used, which
preserves the integrity and authenticity of each transaction
data, and also enhances the reliability of the data transmis-
sion process from the electronic payment apparatus to the
central payment operation control platform and ensures the
correctness of transaction data for subsequent clearance and
settlement, wherein the electronic payment apparatus further
comprising any combinations of the following:

[0172] a) a real-time comprehensive backup subunit,
which stores all data of the storage means for backup
purposes, including the overall transaction table, each trans-
action record, bad debt card blacklist, operational data,
maintenance information; whenever there is data loss in the
main record area, the information can still be recovered from
the real-time comprehensive backup area;

[0173] b) a whole set upload record backup subunit, for
storing the whole data set of the real-time comprehensive
backup area as a backup copy, this data set is stored in this
area until the data set has been successfully uploaded to the
central payment operation control platform, and preparing
for uploading the next data set; in case that a data set
collected by the control platform is lost or the data set can’t
be uploaded to the control platform due to network and other
problems, the original data set still has to be uploaded to the
control platform control from the backup area until a special
password is used to control and activate; the data backup
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copy being transmitted to the control platform confirms that
the data set that has been recorded in the control platform
database is not repeatedly recorded.

[0174] According to an embodiment, the communication
management unit 412 further comprises any combinations of
the following:

[0175] a) a 3G/4G operation support subunit, to remotely
communicate with a plurality of the electronic payment
apparatus in an area covered by the telecommunication
network, and to upload and download the information data
files;

[0176] b) a Zigbee short-range wireless network support
subunit, to provide a master/slave mode in a range of
several-tens meters to form a point-to-point communication
network of master/slave apparatus; the master apparatus
may actively read the data transmitted from the slave
apparatus, the slave apparatus is simply used as a wireless
link in the network to other slave apparatus, and can form
real network for access and management; once an abnormal
problem is presented in the wireless network, the electronic
payment apparatus can automatically switch from the master
mode to the slave mode, initiate the master apparatus in the
closest distance, transmit the data to the master apparatus
and send it back to the control platform;

[0177] c)a WiFi operation support subunit, for emergency
backup in remote areas or areas that are not covered by
telecommunications network, to enable an appropriate com-
munication port to connect to a handheld data collection
means apparatus, allowing operator to utilize mobile appli-
cations (supporting android/iOS) within the handheld oper-
ating means for short-distance maintenance operations or to
collect information uploaded and downloaded by the elec-
tronic payment apparatus;

[0178] d) a Bluetooth operation support subunit, having
same functions as those of the WiFi operation support
subunit and the Zigbee operation support subunit, used as a
backup wireless network transmission;

[0179] e) an electronic receipt generating subunit, for the
consumer to receive an electronic receipt via a financial card
driven payment platform using a mobile phone equipped
with short-range wireless communication.

[0180] f) a service information reading subunit, for the
consumer to receive the electronic service information via
the electronic payment card driven payment platform using
the mobile phone equipped with short-range wireless com-
munication.

[0181] g) an overtime penalty ticket generating subunit,
for an operator to use the hand-held operating means to issue
a penalty ticket at a short range to consumer who used the
service exceeding the time limit.

[0182] h) a dial-up operation subunit, to provide a tem-
porary service function, and the control platform can dial a
particular telephone number of the electronic payment appa-
ratus; the electronic payment apparatus then connects the
call and verifies the telephone number transferred to the
control platform, after that verifies the call is coming from
the control platform; then the electronic payment apparatus
will perform a specific operation such as remote recharging,
document downloading, etc., by connecting to the control
platform via HTTPS and sending status flags; the dial-up
operation subunit also allows the consumer to make a call to
the electronic payment apparatus using the financial card
driven payment platform, to add renew fees.
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[0183] According to an embodiment, the monitoring
engine unit 413 is connected with each component of the
electronic payment apparatus and monitors the operation
states of all the components, and the electronic payment
apparatus further comprises any combinations of the fol-
lowing:

[0184] a) a module operation state reporting unit, which
extracts the current operation state of each component in the
electronic payment apparatus, establishes a fault log and
sends information of the fault states to the designated
recording location; and

[0185] b) an automatic repair unit, which, in accordance
with the predicted improper operation, repairs the fault
module without interfering with the system applications or
business applications.

[0186] According to an embodiment, the management
service unit 414 further comprises any combinations of the
following:

[0187] a) an upgrading subunit, used to upgrade the elec-
tronic payment apparatus firmware or software via a local
port or a remote network;

[0188] b) a reporting subunit, used to send the current
operation state of each module to the operator of the
electronic payment apparatus;

[0189] c¢) a parameter setting subunit, for the operator to
enter the relevant parameters of each module within the
electronic payment apparatus, to set the system settings; and
[0190] d) an extract download data subunit, for the opera-
tor to download and store the update documents, settings and
firmware upgrades of all RFID readers and writers from the
central payment operation control platform periodically.
[0191] According to an embodiment, the operation noti-
fication unit 415 issues a notification signal to the consumer
according to the operation state, wherein the electronic
payment apparatus further comprises any combinations of
the following:

[0192] a) a sound notification subunit, to notify the opera-
tion state to the consumer by sound signal, for example, it
will make a sound when a button is pressed or a card is
swiped, indicating a successful transaction;

[0193] b) a flashing notification subunit, to indicate the
operation state to the consumer by light signal; and

[0194] c¢) a display control subunit, showing the rental
time, timer or electricity meter of battery status, information
relating to the operating procedures, and is capable of
displaying other relevant information including weather
information sent by the central payment operation control
platform to the display means.

[0195] According to an embodiment, the hybrid power
system management unit 416 provides power to the whole
electronic payment apparatus, and supports a plural sets of
disposable alkaline battery packs, rechargeable battery
packs, backup rechargeable battery and a hybrid power
supply circuit thereof, wherein the electronic payment appa-
ratus further comprises any combinations of the following:
[0196] a) a battery pack state of charge subunit, which is
used to accurately estimate the charging state of the battery
packs, i.e. the remaining battery power, to ensure that the
charging state is maintained within a reasonable range, to
prevent damage to the battery due to over discharge, and
hence to predict in real time how much energy is remaining
in the energy storage battery, or to predict the charging state
of energy storage battery.
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[0197] b) a battery operation subunit, which is used to
calculate the charging state of a multiple battery packs in
sequence or comparatively, to automatically make equaliza-
tion control and achieve a low power consumption; when-
ever the battery pack is under voltage, the power is about to
run out or the power is cut off abruptly, another set of battery
packs will feed the power to the direct circuit, without
switching time; the battery packs can feed power in accor-
dance with a predetermined sequence, and hence the main-
tenance staff would not easily change the wrong batteries.
[0198] c¢) a back-up rechargeable battery power supply
subunit, which is used to provide a back-up electricity
power; when the primary alkaline battery or the recharge-
able battery needs to be replaced, the display means and the
notification operation apparatus can still run for a short
period of time to let the maintenance staff know that the
whole apparatus is still running, to avoid loss of any storage
data.

[0199] FIG. 6 is a flow chart of transaction data of the
radio frequency identification card and smart phone inter-
linking embedded payment renewing apparatus and meth-
ods.

[0200] According to an embodiment, the electronic pay-
ment card driven payment by phone platform (PPP) provides
a payment platform application program, which offers fur-
ther convenience for a registered user, supporting both
Android and iOS systems and supporting a variety of
different payment clearance institutions, without having to
physically return to the electronic payment apparatus to
renew service time of a paid service, when a registered user
finishes at a first time using his/her registered electronic
payment card on the apparatus to execute, confirm and pay
the purchased service, the payment record of the electronic
payment card is uploaded to the control platform, and the
user’s electronic payment card number can be found by the
control platform from the payment record and the paired
apparatus will be found automatically to renew the service
time, without the user having to enter the apparatus identifier
into the electronic payment card driven payment platform so
as to avoid mistake in entering the apparatus identifier, the
registered users may choose to pay a second renewal service
fee by using an interactive voice response system (IVRS)
from an ordinary phone, a short message service, or by a
mobile application on a smartphone, so that the purchased
service request is accurately reflected in the apparatus, the
electronic payment card driven payment platform is config-
ured that the registered user may pay from one or more of
the apparatus and avoid abusing the service terminal;
[0201] wherein when the service time expires, pairing is
needed between the registered user and the registered elec-
tronic payment card, the user can receive expiry information
via a voice call (via IVRS processing), a short message
service (SMS) or a mobile application on a smartphone, then
the registered user can pay for more service time by using
the above means without having to return to the apparatus,
the purchased service can be accurately reflected in the
apparatus when the electronic payment procurement process
is successfully completed, then the payment clearance pro-
cess will be performed on the apparatus specified by the
electronic payment card driven payment platform.

[0202] FIG. 7 is a flow chart of a preferred embodiment of
the radio frequency identification card and smart phone
interlinking embedded payment renewing apparatus and
methods.
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[0203] This section will briefly describe the operation
process of an embodiment as illustrated in FIG. 1.

[0204] Step 701: The user registers his’/her personal data
on the electronic payment card driven payment platform by
means of his/her mobile application, comprising one or
more electronic payment cards, renewing electronic pay-
ment card, payment apparatus used for renewing, mobile
phone number used for renewing and email account used for
renewing, a dedicated account number of the electronic
payment card driven payment platform will be assigned to
this user;

[0205] Step 702: The registered user pays for service
charge with his/her registered electronic payment card via
the contactless type electronic payment card;

[0206] Step 703: The registered user can link the elec-
tronic payment card to another electronic payment card for
registration, for example, the consumer can input a credit
card number on the mobile application and pays from the
credit card;

[0207] Step 704: The server of the electronic payment card
driven payment platform receives the electronic payment
card of the registered user, if any pending registered user
does not confirm renewing fee, the next user who need to
renew will override the functions of the PPP, and the PPP
will determine if the electronic payment card is registered or
not;

[0208] Step 705: The apparatus will communicate with the
electronic payment card driven payment platform at the
central data center via a telecommunication means (e.g.
fixed-network, telephone line, short message, 2G, 3G, 4G,
etc.);

[0209] Step 706: If it is confirmed that the registered user
is already connected to the registered payment card on the
electronic payment card driven payment platform, the elec-
tronic payment card driven payment platform will send out
a payment message (via voice call (IVRS), short message
service (SMS), and/or smart phone notification message) to
the mobile phone of the registered user;

[0210] Step 707: The registered user must, in some cases,
confirm to the service message sent by the electronic pay-
ment card driven payment platform by voice communica-
tion, short message or mobile application, so as to confirm
the corresponding service of the smart service terminal
means;

[0211] Step 708: If the registered user confirm to use the
service of the electronic payment card driven payment
platform: the registered user can select 1) accept the auto-
matically assigned timeslot or the automatically extended
service time before the current service time expires; or 2) the
registered user can consider to confirm accepting to renew
the service time of the designated smart service terminal
apparatus by telephone service, and to accept receiving an
alert message of a pre-defined grace period; or 3) the
registered user voluntarily logs in the electronic payment
card driven payment platform;

[0212] Step 709: If the registered user selects Option (1),
the service selected by the registered user will be renewed
remotely;

[0213] Step 710: After the registered user confirms to
renew the service, an exact payment amount will be paid
through the electronic payment card driven payment plat-
form;

[0214] Step 711: If the registered user uses a credit card/a
prepaid card to renew the service, the transaction of renew-
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ing service will be updated directly on the electronic pay-
ment card driven payment platform;

[0215] Step 712: If the registered card is a debit card, the
user have to use the mobile phone connected to an apparatus
supporting debit card payment to perform payment in real
time;

[0216] Step 713: If the registered user selects Option (2),
an alert message will be sent to the registered user before a
pre-defined grace period or the service expires;

[0217] Step 714: If the registered user selects Option (3),
he/she can choose to confirm and renew the service request
directly;

[0218] Step 715: Perform the payment processes of Steps
711-712;
[0219] Step 716: The registered user confirms the required

service selected to perform service renewal remotely;
[0220] Step 717: The electronic payment card driven
payment platform will update the required service renewal
of the central payment operation control platform, and
update the designated EPM via mobile communication
network;

[0221] Step 718: Finally, the user’s mobile phone will
receive a notification message via voice call (IVRS), short
message service (SMS) and/or smartphone to make the final
confirmation on the transaction.

[0222] The central payment operation control platform 13
is used for real-time monitoring and managing module, the
system setting module, the payment apparatus setting mod-
ule, the operator account setting module, the log manage-
ment module and the report module to organize the trans-
action settlement, and to collect data and income reports, to
detect the invalid special transaction reports, to coordinate
the financial reports and the statistical reports;

[0223] The central payment operation control platform 13
comprises a central processing unit, a central database unit,
an apparatus data communication unit, a settlement com-
munication unit, a data backup system, a network printer and
an uninterruptible power supply for daily operation and
system management.

[0224] The central processing unit is used for real-time
monitoring and management module, the system setting
module, the radio frequency identification card and the
smart phone interlinking embedded payment renewal appa-
ratus setting module, the operator account setting module,
the log management module and the reporting module to
organize the transaction settlement, to collect data and
income reports, to detect invalid special transaction reports,
to coordinate financial reports and statistical report.

[0225] The real-time monitoring and management module
is used to monitor the setting operation status and alarm, it
can directly control the operation mode of the smart parking
meter and alarm remotely to reset, and also provides con-
tinuous detection function, and periodically connect and
access said setting, to determine the existence of its appa-
ratus.

[0226] The system setting module manages the IP address
setting and area setting of each of the settings, and the area
name can be displayed on a map and used for key manage-
ment.

[0227] The radio frequency identification card and smart
phone interlinking embedded payment renewing apparatus
setting can be chosen to support one or more service
terminal apparatus, service time zone for individual service
terminals, unlimited number of time zone settings, standard
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service charging rate setting, and progressive service charg-
ing rate setting, service grace period setting, timeout setting,
cumulative/non-cumulative time setting.

[0228] The operator account setting module is used for
registration management, changing password, the resettable
operator, user, group or individual files using/accessing
level, such as file opening, downloading, updating, deleting,
index setting, printing and adding annotations, and so on.
[0229] The log management module is used for database
maintenance and the setting log retrieval, and backing up the
expired or standby archive files to the backup database to
reduce the system load so as to improve the overall perfor-
mance.

[0230] The reporting module makes the setting operation
status report, the security and operational event report, and
the setting summary report.

[0231] The central database unit is used to store all trans-
action settlement data, all documents and user activities will
be automatically recorded in the system’s tracing inspec-
tions. Audit data can also be extracted for industry specifi-
cations and analysis reports.

[0232] The apparatus data communication unit is used for
secure data communication and used to monitor the func-
tional status of the apparatus. Update and deliver program-
mable data: such as standard service charge, progressive
service charge, time, date, week and operation schedule
(time zone setting), operation mode, grace period, noncu-
mulative time, timeout setting, blacklist card data download,
encryption key download/selection, display time informa-
tion, display information, light diode display status, trans-
action record, data and backup storage, internal timer,
upload standard time, using encryption method to generate
encryption key, Consistency between Hash function mes-
sage authentication code in the received message and the
sent message (integrity). This can be important in some
embodiments in data exchange, especially when transmis-
sion medium such as public networks do not provide secu-
rity guarantee.

[0233] The settlement communication unit is used to
ensure the security, accuracy and reliability of data transfer
function between the clearance unit 14 and the central
payment operation control platform. The clearance unit 14
shall be able to exchange encrypted data with the clearance
institute 15 in a secure and accurate manner through either
dedicated lease lines or Secure Shell (“SSH”) protocol built
on Virtual Private Network (“VPN”). When transmitting or
receiving the formatted revenue uploading file from the
central processing unit from private network through public
network, the communication unit of the clearance institute
shall encrypt the file into a clearance institute agreeable
Hash format before sending the file.

[0234] The data backup system is used for backing up all
the transaction settlement data, the setting inventory control,
the financial management and the income audit, supporting
payment apparatus maintenance operation and the strategic
management statistical analysis.

[0235] The network printers is used for hardcopy of data,
and can limit the system’s printing and access functions to
prevent leakage of confidential files.

[0236] The uninterruptible power supply is used to pro-
vide backup AC power supply for the data center of the
central payment operation control system uninterruptedly in
the case of abnormal power supply.
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[0237] The clearance unit 14 processes all payment trans-
actions of service fees to maintain a safe, reliable and
efficient charging service, and to check and provide payment
record dispute resolution to resolve the purpose of providing
all revenue records for dispute resolution purposes.

[0238] The remote audit unit 16 can be scheduled to
download any selection data for auditing the integrity and
authenticity of one or more sets of records, and to give a
special authorization to a record or a set of records if the
message authentication code results do not match, i.e., verify
the received message and sent message is not exactly the
same or intact. It is responsible for compiling all high-
performance standard reports, and the remote audit unit 16
can operate independently even if it is disconnected from the
central payment operation control platform.

[0239] The handheld data collection means 19 is used for
emergency backup, an Android or iOS based mobile hand-
held apparatus can off-line data collection from EPM. In
remote areas or the areas not covered by telecommunica-
tions networks, the handheld operation means can perform
data transfer to communicate with EPM via any Bluetooth or
WiFi apparatus.

[0240] By using the master key, the key management unit
17 can generate a plurality sets of the encryption and
decryption key A, the decryption key B and the encryption
key C and download to the setting key memory, and the
central payment operation control platform encrypts the
transmission key to generate a transmission key cipher by
using the private key, and then transmits the transmission
key cipher to the setting; and the setting obtains the key
cipher by using the key A, the decryption key B and the hash
decryption key. Each of said sets encrypts a decryption key
unique to the key memory, and said apparatus also periodi-
cally updates the encryption key and the decryption key, and
sends the encryption key and the decryption key to the
setting.

[0241] The hardware security encryption and decryption
unit 18 is an apparatus that performs a cryptographic opera-
tion, and stores key data such as a private key and a master
key in a hardware security encryption and decryption unit to
replace a vulnerable attack apparatus. See FIG. 8, the master
key generation module 81 of the hardware security encryp-
tion and decryption unit as shown uses the battery EEPROM
control board 82 and the SAM card reader 83 to create five
keys to five SAM cards through the RS232 serial port 84,
and uses the key wrapping/unwrapping button and key
package/by disassembling the master key, to load the master
key to the hardware security encryption and decryption unit.
And then sends the master key to the firmware loading
program 86 through the TCP security port 85, finally, the
hardware security encryption and decryption unit is con-
nected to the key management unit 17 through the connec-
tion SSL package (secure channel) 87. The backup master
key module 88 functions to backup the master key to five
SAM cards for backup, and can recover the master key
through the protocol setting. The hardware security encryp-
tion and decryption unit 8 has a self-destruction mechanism
to protect the master key. When the HSM is destroyed, the
master key is also destroyed. The master key shall be
recovered by this module.

[0242] FIG. 9 is a diagram of a one-stop for a consumer to
perform, confirm, and pay at the designated apparatus and a
schematic diagram showing received electronic receipt.
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[0243] FIG. 10 is a diagram showing the present apparatus
automatically performing a service renewal request for a
second time.

[0244] FIG. 11 shows that a management staff’ performs
maintenance operation by a handheld data collection means
for uploading or downloading information from a collection
apparatus and issuing a penalty ticket to a consumer who
used the service exceeding the time limit of the present
apparatus

[0245] The foregoing description of the exemplary
embodiments has been presented only for the purposes of
illustration and description and is not intended to be exhaus-
tive or to limit the invention to the precise forms disclosed.
Many modifications and variations are possible in light of
the above teaching. It is contemplated that various combi-
nations or subcombinations of the specific features and
aspects of the embodiments disclosed above may be made
and still fall within one or more of the inventions. Further,
the disclosure herein of any particular feature, aspect,
method, property, characteristic, quality, attribute, element,
or the like in connection with an embodiment can be used in
all other embodiments set forth herein. Accordingly, it
should be understood that various features and aspects of the
disclosed embodiments can be combined with or substituted
for one another in order to form varying modes of the
disclosed inventions. Thus, it is intended that the scope of
the present inventions herein disclosed should not be limited
by the particular disclosed embodiments described above.
Moreover, while the invention is susceptible to various
modifications, and alternative forms, specific examples
thereof have been shown in the drawings and are herein
described in detail. It should be understood, however, that
the invention is not to be limited to the particular forms or
methods disclosed, but to the contrary, the invention is to
cover all modifications, equivalents, and alternatives falling
within the spirit and scope of the various embodiments
described and the appended claims. Any methods disclosed
herein need not be performed in the order recited. The
methods disclosed herein include certain actions taken by a
practitioner; however, they can also include any third-party
instruction of those actions, either expressly or by implica-
tion. The ranges disclosed herein also encompass any and all
overlap, sub-ranges, and combinations thereof. Language
such as “up to,” “at least,” “greater than,” “less than,”
“between,” and the like includes the number recited. Num-
bers preceded by a term such as “approximately”, “about”,
and “substantially” as used herein include the recited num-
bers (e.g., about 10%=10%), and also represent an amount
close to the stated amount that still performs a desired
function or achieves a desired result. For example, the terms
“approximately”, “about”, and “substantially” may refer to
an amount that is within less than 10% of, within less than
5% of, within less than 1% of, within less than 0.1% of, and
within less than 0.01% of the stated amount.

[0246] The embodiments were chosen and described in
order to explain the principles of the invention and their
practical application so as to activate others skilled in the art
to utilize the invention and various embodiments and with
various modifications as are suited to the particular use
contemplated. Alternative embodiments will become appar-
ent to those skilled in the art to which the invention is
defined by the appended claims rather than the foregoing
description and the exemplary embodiments described
therein.

2 <
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What is claimed is:

1. An electronic payment system based on interlinking of
a radio frequency identification card and mobile phone with

an electronic payment apparatus, comprising:

a plurality of electronic payment apparatuses operable in

offline independent mode or network-connected mode,

wherein said electronic payment apparatus simultane-

ously supports a plurality of sets of service terminals;
an electronic payment card driven payment platform;

a central payment operation control platform;

a clearance unit;

a remote audit unit;

a handheld data collection means;

a hardware security encryption and decryption unit;

a secured wireless communication unit;

a key management unit, through said secured wireless
communication unit to input and output communica-
tion to perform radio frequency identification card
driven payment service and to collect relevant data for
central management;

wherein said electronic payment apparatus comprises a
security and environmental management unit for pro-
tecting all data stored in said electronic payment appa-
ratus, for automatically triggering a theft alarm in
response to security incidents, for notifying the central
payment operation control platform the security inci-
dents, and for collecting and reporting environmental
data, wherein said security and environmental manage-
ment unit comprises:

a) a light sensor subunit configured to trigger an alarm in
response to unauthorized opening of an external cover
of the electronic payment apparatus;

b) a tilt sensor subunit, for anti-theft and mechanical
impact detection of said electronic payment apparatus,
wherein said tilt sensor will trigger an alarm when said
electronic payment apparatus tilts beyond a preset
angular degree;

¢) a vibration sensor subunit configured to detect abnor-
mal vibration, said vibration sensor will trigger an
alarm when the electronic payment apparatus is hit and
disrupted;

d) a temperature and humidity sensor subunit configured
to measure the temperature and humidity, wherein the
temperature and humidity sensor subunit is configured
to report measurements regularly and send alerts auto-
matically when temperature or humidity exceeds preset
values, and wherein the temperature and humidity
sensor subunit also triggers to operate a cooling fan in
the electronic payment apparatus for cooling and dehu-
midify purposes; and

e) peripheral detection sensor subunits configured to
collect and report environmental data including atmo-
spheric particulates, sulphur oxides, nitrogen oxides,
and non-methane hydrocarbons so as to support air
quality assessment, and for collecting wireless geomag-

netic detection data so as to detect the current status of

each parking space.
2. The electronic payment system according to claim 1,
wherein said electronic payment apparatus comprises:
a housing;
a hybrid power supply means;
a display means;
an input means, for receiving input from the consumer;
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a radio frequency identification reader and writer and its
antenna set;

a notification and voice control operation means;

a sensing means;

a wireless communication means and its antenna set;

a storage means,

an encryption key storage module;

an embedded security access memory module;

a near field communication module; and

an embedded central processor, wherein said embedded
central processor is configured to control, operate and
manage units including:

an registration management unit;

a key input unit, for receiving a service request from the
user;

a charging management unit;

an information management unit;

a blacklist management unit;

a transaction management unit;

a security management unit;

a security and environment management unit;

a RFID reading and writing unit;

a main record unit;

a storage management unit;

a communication management unit;

an monitoring engine unit;

a management service unit;

an operation notification unit; and

a hybrid power system management unit.

3. The electronic payment system according to claim 2,

wherein

said registration management unit manages and stores
information relating to transactions, including:

accounts of electronic payment cards used for the first
payment;

information about the electronic payment cards used for
renewing payment;

information about the electronic payment apparatus used
for renewing payment;

mobile phone numbers used for renewing payment; and

email accounts of the consumers registered to said elec-
tronic payment card driven payment platform.

4. The electronic payment system according to claim 3,

wherein when a timer controller receives a key in signal of
the user for payment request, said electronic payment appa-
ratus will turn from sleep mode to power operation mode;

wherein after a specified operation time or when the
electronic payment apparatus does not receive the
user’s payment, said electronic payment apparatus will
automatically turn off the power supply of a relevant
power consumption unit and turn to sleep mode, to save
power consumption;

and wherein said electronic payment apparatus further
comprising:

a) an operation subunit, comprising a plurality of momen-
tary buttons to select a desired service terminal; to
select a service request; to select between a debit card,
a credit card, and a prepaid card for said radio fre-
quency identification card reader and writer to make
payment; and to receive an electronic receipt in real-
time;

b) a mode key subunit, for a maintenance personnel to
create the mode key of said electronic payment appa-
ratus formed by a sequence of button inputs; and for a
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maintenance personnel to turn on a WikFi module or a
Bluetooth module in said wireless communication unit
and its antenna set for maintenance operation.

5. The electronic payment system according to claim 2,
wherein said charging management unit further comprises:

a first payment charging rule subunit, for calculating a
required fee based on the service request entered by a
consumer via said operation subunit and rules set by a
service terminal provider; and

a service charging rule subunit, for calculating a required
fee based on remote charging rules set by the service
terminal provider

6. The electronic payment system according to claim 2,
wherein said information management unit further compris-
ing:

an apparatus display subunit, for instantly displaying a
service selected by a consumer and fees associated with
the service, and for displaying charged payment data on
the display means after confirmation of the payment;
and

a mobile phone communication setup interlinking sub-
unit, for confirming that the consumer’s electronic
payment card is registered on the electronic payment
card driven payment platform, for connecting the con-
sumer’s smartphone for communication, and for send-
ing to the consumer payment information, wherein said
payment information includes: the first payment elec-
tronic receipt obtained by means of the consumer’s
short message service (SMS), renewal request, and
extended renewal request.

7. The electronic payment system according to claim 2,
wherein said blacklist management unit manages and stores
information including: bad debts; stolen, cloned or expired
electronic payment card; mobile phone number and e-mail
account of card holder, in a separate memory module.

8. The electronic payment system according to claim 7,
wherein after said blacklist management unit checks against
a blacklist, said transaction management unit confirms pro-
cessing the payment, and generates transaction data infor-
mation including: transaction number, electronic payment
card number, expiry date of electronic payment card, trans-
action date, transaction time, purchased service request,
service charge, electronic payment apparatus identifier, ser-
vice terminal identifier, and remaining value of electronic
payment card.

9. The electronic payment system according to claim 2,
wherein said RFID reader and writer module stores and
uploads the transaction data to the central payment operation
control platform, said transaction data including: card type,
card 1D, card expiry date, transaction date and time, trans-
action amount, purchased service, the apparatus identifier,
service terminal number, card balance value, and further
comprises:

a) a debit card server payment application subunit, used to
perform a whole debit payment transaction of a depos-
ited amount, the cardholder shall pay based on the
balance in the card when using the card, that is,
overdraft is not allowed

b) a credit card server payment application subunit, used
to perform a whole credit payment transaction within a
credit limit, a card holder may spend by using the credit
card within the credit limit and then repay later;

¢) a prepaid card server payment application subunit, used
to perform the payment transaction of the deposit
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amount and overdraft, the cardholder may deposit a
certain amount of money according to the requirements
of the card issuing institution, and when the deposit
amount is insufficient for the payment, the card can be
overdrawn within a defined credit amount.

10. The electronic payment system according to claim 3,
wherein said main record unit further comprises:

a) a transaction record subunit, for managing and storing
memory blocks separated from an internal memory,
said internal memory stores transaction records and
hashed results of the transaction records, wherein said
transaction records comprise: card type, card number,
card expiration date, transaction date, transaction time,
transaction amount, purchased service time, service
charge rate rule, said electronic payment apparatus
identifier, remaining card value, and finally the trans-
action records are verified by hash verification codes,
the transaction records shall be periodically uploaded to
the central payment operational control platform for
data analysis;

b) an operation record subunit, for managing and storing
operation data information in the memory blocks sepa-
rated from the internal memory, said operation data
information comprises: the electronic payment appara-
tus downtime, date and time when the terminal service
is not provided, date and time when the terminal service
is free, recorded prescheduled or abnormal restart time,
failed transaction records resulted from the cards in
said blacklist, cumulative daily operating hours, and
battery low notification;

¢) a maintenance record subunit, for managing and storing
maintenance information in the memory blocks sepa-
rated from the internal memory, and for maintaining the
maintenance information which comprises diagnosis
and repair logs, and date of battery replacement.

11. The electronic payment system according to claim 1,
wherein said security management unit manages a plurality
of encryption and decryption keys generated by the key
management unit by using a main key; wherein said security
management unit further comprises:

a) a SAM decryption key storage subunit, for storing the
electronic payment apparatus identifier, a first decryp-
tion key (A), and a key generation algorithm; wherein
said key generation algorithm generates a fourth
decryption key (D) using said first decryption key (A)
and a second decryption key (B) that is embedded in
said encryption key storage subunit;

b) an embedded encryption and decryption keys storage
subunit, for storing the second decryption key (B) and
athird encryption key “C” that is stored in an encrypted
chip and cannot be disassembled nor cracked from said
electronic payment apparatus;

¢) an Advanced Encryption Standard (AES) decryption
algorithm subunit, for decrypting data and system
settings sent to the said electronic payment apparatus
from said central payment operation control platform
using the security check of the fourth decryption key
(D) at AES; wherein said data and system settings
include:

(1) standard charge rate,

(i) progressive charge rate, and

(iii) daily operational information, said daily opera-
tional information includes: a timetable of a plurality
of operations, and the charge rates for different
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terminals, operation time, an operation selection
mode, a restricted service mode, a free service mode,
a grace period for remaining time, a non-cumulative
time, on/off encryption technology and the user
operation steps; wherein said system settings
updates:

synchronizing time setting,
upload and download time setting of the radio fre-
quency identification reader and writer files,

radio frequency identification reader and writer tempo-
rary blacklist download time setting,

radio frequency identification reader and writer data
integration time setting, and

transaction data uploading time interval setting,

d) an Advanced Encryption Standard (AES) encryption
algorithm subunit, for encrypting and uploading the
information data files using the third encryption key (C)
by the AES security check for the data sent from said
electronic payment apparatus to said central payment
operation control platform, said information data files
comprise:

said transaction data information,

said security and environmental information, and

said operational data information and the maintenance
data.

12. The electronic payment system according to claim 2,
wherein said storage management unit stores the records of
the electronic payment apparatus in a time-sequential man-
ner in a linear buffer mode in the storage block separated
from the internal memory, wherein each transaction data is
generated and recorded based on the transaction details, and
its SHA-1 (cryptographic hash function) is generated and
used, which preserves the integrity and authenticity of each
transaction data, and also enhances the reliability of the data
transmission process from the electronic payment apparatus
to the central payment operation control platform and
ensures the correctness of transaction data for subsequent
clearance and settlement, wherein said electronic payment
apparatus further comprising:

a) a real-time comprehensive backup subunit, which
stores all data of the storage means for backup pur-
poses, including the overall transaction table, each
transaction record, bad debt card blacklist, operational
data, maintenance information; whenever there is data
loss in the main record area, the information can still be
recovered from the real-time comprehensive backup
area;

b) a whole set upload record backup subunit, for storing
the whole data set of the real-time comprehensive
backup area as a backup copy, this data set is stored in
this area until the data set has been successfully
uploaded to the central payment operation control
platform, and preparing for uploading the next data set;
in case that a data set collected by the control platform
is lost or the data set can’t be uploaded to the control
platform due to network and other problems, the origi-
nal data set still has to be uploaded to the control
platform control from the backup area until a special
password is used to control and activate; the data
backup copy being transmitted to the control platform
confirms that the data set that has been recorded in the
control platform database is not repeatedly recorded.
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13. The electronic payment system according to claim 2,
wherein said communication management unit further com-
prises:

a) a 3G/4G operation support subunit, to remotely com-
municate with a plurality of said electronic payment
apparatus in an area covered by the telecommunication
network, and to upload and download the information
data files;

b) a Zigbee short-range wireless network support subunit,
to provide a master/slave mode in a range of several-
tens meters to form a point-to-point communication
network of master/slave apparatus; the master appara-
tus may actively read the data transmitted from the
slave apparatus, the slave apparatus is simply used as a
wireless link in the network to other slave apparatus,
and can form real network for access and management;
once an abnormal problem is presented in the wireless
network, said electronic payment apparatus can auto-
matically switch from the master mode to the slave
mode, initiate the master apparatus in the closest dis-
tance, transmit the data to the said master apparatus and
send it back to the control platform;

c¢) a WiFi operation support subunit, for emergency
backup in remote areas or areas that are not covered by
telecommunications network, to enable an appropriate
communication port to connect to a handheld data
apparatus, allowing operator to utilize mobile applica-
tions (supporting android/iOS) within the handheld
operating means for short-distance maintenance opera-
tions or to collect information uploaded and down-
loaded by the electronic payment apparatus;

d) a Bluetooth operation support subunit, having same
functions as those of the WiFi operation support sub-
unit and the Zigbee operation support subunit, used as
a backup wireless network transmission;

e) an electronic receipt generating subunit, for the con-
sumer to receive an electronic receipt via a financial
card driven payment platform using a mobile phone
equipped with short-range wireless communication.

1) a service information reading subunit, for the consumer
to receive the electronic service information via the
electronic payment card driven payment platform using
the mobile phone equipped with short-range wireless
communication.

g) an overtime penalty ticket generating subunit, for an
operator to use the hand-held operating means to issue
a penalty ticket at a short range to consumer who used
the service exceeding the time limit.

h) a dial-up connection subunit, to provide a temporary
service function, and the control platform can dial a
particular telephone number of the electronic payment
apparatus; said electronic payment apparatus then con-
nects the call and verifies the telephone number trans-
ferred to said control platform, after that verifies said
call is coming from said control platform; then the
electronic payment apparatus will perform a specific
operation such as remote recharging, document down-
loading, etc., by connecting to the control platform via
HTTPS and sending status flags; the dial-up connection
subunit also allows the consumer to make a call to the
electronic payment apparatus using the financial card
driven payment platform, to add renew fees.

14. The electronic payment system according to claim 2,

wherein said monitoring engine unit is connected with each
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component of the electronic payment apparatus and moni-
tors the operation states of all the components, and said
electronic payment apparatus further comprises:

a) a module running status reporting unit, which extracts
the current operation state of each component in the
electronic payment apparatus, establishes a fault log
and sends information of the fault states to the desig-
nated recording location; and

b) an automatic repair unit, which, in accordance with the
predicted improper operation, repairs the fault module
without interfering with the system applications or
business applications.

15. The electronic payment system according to claim 2,

wherein said management service unit further comprises:

a) an upgrading subunit, used to upgrade the electronic
payment apparatus firmware or software via a local port
or a remote network;

b) a reporting subunit, used to send the current operation
state of each module to the operator of the electronic
payment apparatus;

¢) a parameter setting subunit, for the operator to enter the
relevant parameters of each module within the elec-
tronic payment apparatus, to set the system settings;
and

d) an extract download data subunit, for the operator to
download and store the update documents, settings and
firmware upgrades of all RFID readers and writers from
the central payment operation control platform periodi-
cally.

16. The electronic payment system according to claim 2,
wherein said operation notification unit issues a notification
signal to the consumer according to the operation state,
wherein said electronic payment apparatus further com-
prises:

a) a sound notification subunit, to notify the operation
state to the consumer by sound signal, wherein the
sound signal comprises making a sound when a button
is pressed or a card is swiped, indicating a successful
transaction;

b) a flashing notification subunit, to indicate the operation
state to the consumer by light signal; and

¢) a display control subunit, showing the rental time, timer
or electricity meter of battery status, information relat-
ing to the operating procedures, and is capable of
displaying other relevant information including
weather information sent by the central payment opera-
tion control platform to the display means.

17. The electronic payment system according to claim 2,
wherein said hybrid power system management unit pro-
vides power to the whole electronic payment apparatus, and
supports a plural sets of disposable alkaline battery packs,
rechargeable battery packs, backup rechargeable battery and
a hybrid power supply circuit thereof, wherein said elec-
tronic payment apparatus further comprises:

a) a battery pack state of charge subunit, which is used to
accurately estimate the charging state of the battery
packs, i.e. the remaining battery power, to ensure that
the charging state is maintained within a reasonable
range, to prevent damage to the battery due to over
discharge, and hence to predict in real time how much
energy is remaining in the energy storage battery, or to
predict the charging state of energy storage battery.

b) a battery operation subunit, which is used to calculate
the charging state of a multiple battery packs in
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sequence or comparatively, to automatically make
equalization control and achieve a low power consump-
tion; whenever the battery pack is under voltage, the
power is about to run out or the power is cut off
abruptly, another set of battery packs will feed the
power to the direct circuit, without switching time; the
battery packs can feed power in accordance with a
predetermined sequence, and hence the maintenance
staff would not easily change the wrong batteries.

¢) a back-up rechargeable battery power supply subunit,
which is used to provide a back-up electricity power;
when the primary alkaline battery or the rechargeable
battery needs to be replaced, the display means and the
notification operation apparatus can still run for a short
period of time to let the maintenance staff know that the
whole apparatus is still running, to avoid loss of any
storage data.

18. The electronic payment system according to claim 2,
wherein said electronic payment card driven payment by
phone platform (PPP) provides a payment platform appli-
cation program, which offers further convenience for a
registered user, supporting both Android and iOS systems
and supporting a variety of different payment clearance
institutes, without having to physically return to the elec-
tronic payment apparatus to renew service time of a paid
service, when a registered user finishes at a first time using
his/her registered electronic payment card on the apparatus
to execute, confirm and pay the purchased service, the
payment record of said electronic payment card is uploaded
to the control platform, and the user’s electronic payment
card number can be found by the control platform from the
payment record and the paired apparatus will be found
automatically to renew the service time, without the user
having to enter the apparatus identifier into the electronic
payment card driven payment platform so as to avoid
mistake in entering the apparatus identifier, the registered
users may choose to pay a second renewal service fee by
using an interactive voice response system (IVRS) from an
ordinary phone, a short message service, or by a mobile
application on a smartphone, so that the purchased service
request is accurately reflected in the apparatus, the electronic
payment card driven payment platform is configured that the
registered user may pay from one or more of the apparatus
and avoid abusing the service terminal;

wherein when the service time expires, pairing is needed
between the registered user and the registered elec-
tronic payment card, the user can receive expiry infor-
mation via a voice call (via IVRS processing), a short
message service (SMS) or a mobile application on a
smartphone, then the registered user can pay for more
service time by using the above means without having
to return to the apparatus, the purchased service can be
accurately reflected in the apparatus when the elec-
tronic payment procurement process is successfully
completed, then the payment clearance process will be
performed on the apparatus specified by the electronic
payment card driven payment platform.

19. A method of electronic payment using the electronic

payment system according to claim 1, comprising:

a) registering user personal data on the electronic payment
card driven payment platform by means of its mobile
application, comprising one or more contactless type
electronic payment cards, renewing electronic payment
card, renewing financial apparatus, renewing phone



US 2017/0161724 Al

number and email account, a dedicated account number
of'the electronic payment card driven payment platform
will be assigned to this user;

b) paying for service charge with a registered electronic
payment card via the contactless type electronic pay-
ment card;

¢) linking the electronic payment card to another elec-
tronic payment card for registration, wherein linking
comprises inputting credit card number on the mobile
application and paying from the credit card;

d) the server of the electronic payment card driven
payment platform receives the electronic payment card
of the registered user, if any pending registered user
does not confirm renewing fee, the next user who need
to renew will override the functions of the PPP, and the
PPP will determine if the electronic payment card is
registered or not;

e) the apparatus communicates with the electronic pay-
ment card driven payment platform at the central data
center via a telecommunication means, wherein the
telecommunication means comprise fixed-network,
telephone line, short message, 2G, 3G, and 4G.

f) if it is confirmed that the registered user is already
connected to the registered payment card on the elec-
tronic payment card driven payment platform, the
electronic payment card driven payment platform sends
out a payment message (via voice call (IVRS), short
message service (SMS), and/or smart phone notifica-
tion message) to the mobile phone of the registered
user;

g) confirming to the service message sent by the elec-
tronic payment card driven payment platform by voice
communication, short message or mobile application,
so as to confirm the corresponding service of the smart
service terminal means;

h) if the registered user confirms to use the service of the
electronic payment card driven payment platform: the
registered user selects between: Option (1) accept the
automatically assigned timeslot or the automatically
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extended service time before the current service time
expires; or Option (2) the registered user considers to
confirm accepting to renew the service time of the
designated smart service terminal apparatus by tele-
phone service, and to accept receiving an alert message
of a pre-defined grace period; or Option (3) the regis-
tered user voluntarily logs in the electronic payment
card driven payment platform;

i) if the registered user selects Option (1), the service
selected by the registered user is renewed remotely;
after the registered user confirms to renew the service,
an exact payment amount is paid through the electronic
payment card driven payment platform;

j) if the registered user uses a credit card/a prepaid card to
renew the service, the transaction of renewing service
is updated directly on the electronic payment card
driven payment platform;

k) if the registered card is a debit card, the user uses the
mobile phone connected to an apparatus which support
debit card payment to perform payment in real time;

1) if the registered user selects Option (2), an alert
message will be sent to the registered user before a
pre-defined grace period or the service expires;

m) if the registered user selects Option (3), choosing to
confirm and renewing the service request directly;

n) performing the payment processes of steps j) to k);

0) the registered user confirms the required service
selected to perform service renewal remotely;

p) the electronic payment card driven payment platform
updates the required service renewal of the central
payment operation control platform, and updates the
designated EPM via mobile communication network;
and

q) finally, the user’s mobile phone receives a notification
message via voice call (IVRS), short message service
(SMS) and/or smartphone application to make the final
confirmation on the transaction.

#* #* #* #* #*



